Cybercriminals don’t care about this and use them anyway to trick you....

This presentation may contain simulated phishing attacks.

The trade names/trademarks of third parties used in this
presentation are solely for illustrative and educational purposes.

The marks are property of their respective owners, and the use
or display of the marks does not imply any affiliation with,
endorsement by, or association of any kind between such third
parties and KnowBe4.

This presentation, and the following written materials, contain KnowBe4's proprietary and confidential information and is not to be published, duplicated, or distributed to any third party
without KnowBe4's prior written consent. Certain information in this presentation may contain "forward-looking statements” under applicable securities laws. Such statements in this
presentation often contain words such as “expect,” “anticipate,” “intend,” “plan,” “believe,” “will,” “estimate,” “forecast,” “target,” or “range” and are merely speculative. Attendees are cautioned
not to place undue reliance on such forward-looking statements to reach conclusions or make any investment decisions. Information in this presentation speaks only as of the date that it
was prepared and may become incomplete or out of date; KnowBe4 makes no commitment to update such information. This presentation is for educational purposes only and should not be

relied upon for any other use.
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What Is Common About These Logos?
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Verizon Data Breach Incident Report

Vulner
System Intrusion
40% B —
Social Engineering : / o =

Miscellaneous Errors

 Privilege Misuse

0% A Everything Else
2017 2019 2021 2023

Figure 27. Patterns over time in breaches

System Intrusion, Social Engineering, Misc. Error, Privilege Misuse,
Lost Stolen Assets, Everything Else
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Attack Vectors For Ransomware

Exploited vulnerability

Compromised credentials

23%

_ %

Malicious email 18

Phishing =

3%

Brute force attack - 3%
1%
Download ' 1%

0% 5% 10% 15% 20% 25% 30% 35% H40%

13%

Percentage of attacks
W 2024 M 2023

Source: Sophos — The State of Ransomware
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CYBERATTACKERS USE SEVERAL
TECHNIQUES TO PERPETUATE ATTACKS.

Phishing
¥ Unpatched vulnerability

W Social engineering LO C ktO n

® Misconfiguration

® Employee abuse of access privileges C I a Im S
2 Open RDP (Insurance)
® Brute force/credential stuffing

Other human error

Other




Common Attack Vectors

Compromised
Credentials

Fake login
ragin Linfc

Sake Login LinK

Malicious Email

I N <newBe4
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About KnowBe4

* The world’s largest integrated Security
Awareness Training and Simulated Phishing
platform

*  We help tens of thousands of organizations

CUStOmerS manage the ongoing problem of social

engineering

Construction

Financial Services ol S L * CEO & employees are industry veterans in IT
Consulting Secu r|ty

Consumer Services

Retail & Wholesale * Global Sales, Courseware Development,
Customer Success, and Technical Support
Business ucation H
Seniens g teams worldwide

Not for Prof * Offices in the USA, UK, Netherlands, India,
Germany, South Africa, United Arab Emirates,
Singapore, Japan, Australia, and Brazil

Technology

Government

Healthcare &
Pharmaceuticals

Gartner.
peerinsights

customers’

choice
2021 ™

Manufacturing Banking

Security Awareness

And Training
Solutions

KnewBe4




To help organizations manage the
ongoing problem of social engineering

Enabling employees to make smarter
security decisions everyday



| figured out Forrest Gump’s password
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“Just as regular
maintenance keeps
machine gears running
smoothly, patching
promptly fixes

vulnerabilities, and

prevents breaches.”



Patching Program

1.
2.
3.
4.
5.

9.

Establish a Patching Policy
Prioritize Patches Based on Risk
Test Patches

Automate Patch Deployment

Schedule Regularly
- Except for highs

Monitor
Leverage Threat

Use CISA KEV
- Known Exploited Vulnerabilities

Communicate to the Board

CISA Known Exploited
Vulnerabilities Catalog

Citrix Ivanti [P
12 1
Samsung NETGEAR
10 8 A(ce;hon iicre Focu

Source: https://nucleussec.com/cisa-kev-art/
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Fix: Threat =~ = =
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Incident
Response
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“Don't let a cyber attack
strip the threads of your
business - tighten up
with cybersecurity

solutions & processes.”




Threat Intelligence Overview
YN

Wi Understand Attacker Tactics
« Know Your Assets

* ldentify Indicators of
Compromise (loCs)

- Enhance Incident Response
- Update Security Policies

¥ i \ .
UNDERSTANDING /"~ - Ay REL “If you know the enemy and know yourself, you need not fear
Bg:if&i?ZFE‘;AERMY i the result of a hundred battles. If you know yourself but not
the enemy, for every victory gained you will also suffer a
SUN TZU defeat. If you know neither the enemy nor yourself, you will

succumb in every battle.” — Sun Tzu, The Art of War

KnowBe4




Threat Landscape — the actors

=

Nation state

e Strategic
e Political
e Espionage

Cybercrime
Groups

e Ransomware
e Organized
e Cyber Mafia

Hacktivist

¢ Political
¢ Social

Competitors

e Espionage
e Int. Property

J

Disgruntled
Employee

e Frustration

e Espionage

e Self Serving

e |nsider Threat

-

4
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Broken Windows Approach —

[LLAN
i . "l “f’“’w

]Illl“ [
lﬁi‘l..l Y |

Identifying Critical Systems

Questions
Where is my most important data?
Where are most of my incidents happening?
Where am | most vulnerable?
What is (are) the worst possible thing(s) that could happen?
Can | detect where | am most vulnerable?
Can contain where | am most vulnerable?
Can | see the insider threat?

Answers

* ldentify your “broken windows”

« Establish network visibility

- Segment to protect critical assets, create security zones
- Layered defensive strategy

* People Process, Technology

« Get control of your elevated privileges, if you can

« Train and Educate managers and HR about high-risk
employees with elevated privileges

D . [<newBe4

Human error. Conquered.



Incident Handling — Another Process

Opening

Initial Actions

Implementation

Closing

Incident handling covers reactive activities for
remediating and mitigating incidents

Process of anaI}/zing, evaluating and resolving
security events that occur in a deployed within
an organization

The direct or indirect compromise of
confidentiality, integrity and / or availability (CIA)

of the organization.

A single event or a series of unwanted or
unexgected events that compromise operations
and threaten CIA

» Consider for each case handled, a task force is

set up for tracking and management.

- Like on an airplane, football team, test

regularly




Testing — Successful TTXs

1. Make sure your tabletop exercise is your tabletop
exercise.

| PLAYER S HAHDBOOK"

. Explore a scenario beyond just the technical aspects.
. Get top-level management on board.

. The facilitator is key.

. You're testing people, not technology.

2
3
4
3
6. Build your scenarios based on active threat
intelligence.

-

8

9.

1

. Participants need to get into character.
. Don't let the party get too big.

Give your exercise the amount of time it deserves.
0.Create a safe space for experimentation—and failure




Threat Intelligence Program

Define requirements and objectives

|dentify relevant threat data
sources

Implement tools for data collection
and processing

Establish analysis procedures and
workflows

Integrate threat intelligence into
security controls

Continuously update and refine the
program

Long-term Use

Short-term Use

/

Strategic

changing risks

Management

High level information on

High Level Executives and

\

( Operational
Information on spesific

incoming attack

Security Manager and

Network Defenser

)
~

N VRN J
4arrmm )

Information on attackers’

Tactical

TTPs

IT Service Administrators

and SOC Managers

/

Technical
Spesific I0C

SOC Staff

o




Why doesn’t
Superman help us
fight cybercrime?

He's afraid of
Krypto-currency




Malicious
Email /
Phishing

Security
Awareness &

Assessments

27
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"In manufacturing, a
single faulty gear can

halt production; In

cybersecurity, a
single click can halt

your organization.”




Social Engineering

“Any act that influences
a person to take an
actionthatmayormay e e e e e
not be in their best
interest.”




Biggest Initial Breach Root Causes for Most Companies

0% 20% 40% 60% 80% 100% 0% 20% 40% 60% 80% 100%
Pretexting Emalil

» Social engineering was the #1 root e I
cause of hacking and malware Prishing Webapicaton
I ’
Extortion Phone
* Verizon Data Breach Investigation - *
Report — 68% of all attacks are b Y
human related Foroery .
P r
Other SMS
. I<30 seconds from phish to credential *
OSS Partner

Figure 34. Top Action varieties in Social P

Engineering incidents (n=3,647) s 2. AR, . BR.  05K

Social engineering is responsible for majority of all malicious data breaches
. N ([<Ne@\VBes
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Phishing

Anyone with an

has a key to the front door.

They can
and let in the

into the organization.




*Ishing Attack Vectors (Social Engineering)

Spear
Phishing

08 ®
0eg®
FEe

SMSishing

Tishing

Whaling Snowshoeing

Wishing

Od0
[=]

QR Code
Phishing

rrrrrrrrrrrrrrrr



£ e SR OB OO ES OGO RE @ ™ -
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I I Tutorial how to pu ink on

Allows non-technical people to launch
their own attacks
Multiple tiers of service

Phishing kits that contain the tools
needed to set up campaign

Site |

Fully managed services for all types of

Cre

phishing

Cre

Tutorials or training are often included,
or available as well

BULLETPROFT LINK




The

Cybercriminals
are using Al to

34

level-up their
attacks.

Dear [Employee Name],

| hope this email finds you in good health and high spirits. | am writing to you today with a

surprise that | believe will lift your spirits even higher.

As you may be aware, our company has been experiencing financial success of late. | am

pleased to announce that this success has allowed us to grant our hard-working employees

a pay raise. You, [Employee Name], are one of those employees.

Attached to this email, you will find a document detailing the specifics of your raise. Please
review it at your earliest convenience and do not hesitate to reach out to me with any

questions.

Your hard work and dedication to our company have not gone unnoticed, and | am thrilled

to be able to recognize your contributions in this way.
Once again, congratulations on your pay raise. Keep up the great work.
Best regards,

[Your Name]

e)(i‘-')::l objec



Are You Belng Manlpulated’? Emotlonal Lures
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SMS to 27
employees at an
organization

Vishing / Deepfake Voice Call

1 clicked
the link

Entered
MFA
credentials

e » B
e
.

Called the victi

and posed an |
member using
deepfake audio

Socially
engineered
to give up
code |

Access to.
Authenticator,

— ‘and other apps

)
.



Social Engineering — CEO Fraud







From: Zoom <noreply@meet-zoom.us>
Reply-To: Zoom <noreply@meet-zoom.us>
Subject: You missed a Zoom meeting

Z00Mm

P h o h o You missed a meeting
I s I n g Date: [[current_date_0]]

Duration: 29:50

E x a m I e You did not attend today’s meeting. For more information on the meeting or to reschedule, click
the link below.
See Details

To listen to this message, you can open the attachment or use any Zoom Applications to have
instant access to all your messages.

000



Stages of Post - VI
Phishing / | Denial
Social

Engineering
Attack







When Viewing the Phish, | was...

472 responses

Tired 75 (15.9%)

Busy/Multitasking 250 (53%)
“Droning”/On autopilot —46 (9.7%)
Expecting a similar email 148 (31.4%)

Having a technical failure 28 (5.9%)

Trying to overcome a language... li—4 (0.8%)

None of the above 116 (24.6%)
Stressed}—1 (0.2%)

0 50 100 150 200 250




Who's At Risk?

* New, seasonal or
temporary employees

- Senior people (managers,
directors, privileged users)

- Maintenance staff
(cleaners; security guards,
vendors)

» People who are active or
chatty on social media.

* HR departments
- Everyone is at risk







Credential
Stuffing

Fix:
Strong
Passwords
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"In the world of
manufacturing, strong
gears and strong
passwords are both
essential for keeping

things running.”




. e o ! Password Attacks

6 A N K - Akamai: We Saw 61Billion Credential Stuffing
"B ) Attacks in18 Months
— Xx¥274 Secwe TV \ e

S E—Mm[_ ‘ szzwss

H - \
WOR K ¢¥407 07 NETWORK

247792 77-43Q€
———— ORI
» | v”’ % \\
| EXPENSES "~ Homg = ,
\ 772 %4 H& AuvTO 276462 Time to update your password: 26
Y4712 x | billion personal records leaked

S The data set clocks in at a massive 12TB.
v
/ \




Credential Stuffing / Phishing

Cred e ntia I e Uses lists of usernames, email addresses

. with passwords
SthfI ng: e Large-scale automated login requests.

e Using phishing, vishing SMSishing attacks
to get users to give up their credentials

rrrrrrrrrrrrrrrrrr



Multi Factor Authentication (1 Factor, 2 Factor, 3 Factor)

) SMS (Restricted by US Government)

e It's okay — not the best
| » Unfortunately, this is commonly used

Application (Phishable with MitM Attacks)

e Code Generated in App
e Make sure you can back them up

e %%1 3']_'3
R

Hardware (FIDO Approved)

e Uses a hardware token, like a Yubikey or your smartphone
e Can be inconvenient when forgotten or damaged




Tooth Factor Authentication



Password Use Recommendations - DINGS

If possible, use MFA

Unique Passwords G Unique & Complex passwords

It creates DINGS

Create y()ur an? @ At least 12 characters, complex

16+ character / passphrase

Different, Non-Guessable, Strong Passwords

51



Most Secure Emma Faye

Multifactor
Authentication
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» STRONG PASSWORDS

BASI BUT n |
CRTICAL '
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Defendinc
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"Cybersecurity is the
lubricant that keeps
your manufacturing
operations from seizing

up under pressure.




Incident Response

Don’t overrate an incident, stick to the facts

Communicate, Communicate,
Communicate

Analyze your environment; Know your
strengths and weaknesses

¥ Task Force Ensure you understand the threat’s
capabilities, intent and vectors

Focus your response on your “broken
windows”

— _ Ensure you are achieving success and not
] Il e reinforcing failure in your Incident
Response processes

§ Closing Keep an offline copy of IR Playbook

v/ Opening

@ Initial Actions

) Analysis



Social Engineering Defense in Depth

Mitigate

» Aggressively Mitigate Social Engineering
* People, Processes, Technology

e Patch Exploited Software & Firmware
* Monitor the CISA KEV Catalog (Known Exploited Vulnerabilities)

e Use MFA Wherever Possible

* Non-phishable MFA too, Avoid SMS and verify all requests that you
didn’t initiate

e Learn how to Spot Rogue URLs

* No longer — don’t click on links, or check your links, make sure they
know how

e Remember to use DiNG style of passwords
¢ Different, Non-Guessable, Strong

KnewBe4




3 Questions to Ask Your Email

Email

Is the email
unexpected?

1
-

Action

1. Are they asking me
to do something
immediately or
quickly?

2. Does the action
seem strange or
unusual?

Sender

Is this person a stranger?
#StrangerDanger

Verify

Attempt to use a
second connection
to verify the email

YES?



Mindfulness and Your Email

>

Awareness

Intentionality § Responsiveness

)
:

Recognition ' Focus



Zero Trust Mindset

Not trusting anything by default
Verifying everything

Applied to humans it calls for:
Politely Paranoid

Be skeptical
Constant verification

Mindfulness practices
encourage to:

pause before reacting

engage intentionally and
thoughtfully.




Security culture
| is defined as
the ideas,
customs, and
social
behaviors that
iImpact the
security of your

.~ organization.




SAFETY FIRST

DAYS SINCE
LAST CYBER INCIDENT

365




@ 1. Choose Behaviours

2. Plan for ‘Behaviour Design’ — BJ Fogg

7 Tips For ﬁ
A Better @ E R
oty W
Culture ™ &k

(Y 6- Measure Results - Surveys

O




Social Engineering " Red Flags
& rrom & oate

* | don't recognize the sender's email address as @ Afs &« » Did | receive an email that | normaly would

somecne | ordinarily communicate with. get during regular business hours, but it

p From: Moo COodrerananzatlionesn 5 5

* Tris email is from someone outside my organization S R R A SIS was sent at an unusual time kke 3 a.m.?

e m Fllitad fo my joh ponsibilities. Datn: Icerday Dwssenbun 12, 2878 200 o 4 -
* Tris email was sent from someone Inside the Bubject: Iy meres cor sholer 4 -

organization or from a customer, vendor, or partner § UBJE T

is very unusual racter FE, "o e wzcation i Longer sond ny noney and pessao pene s c
et o or out of che X alzlan gl o v b Saold o m‘m’ Wi 3R0C via Rana ol Ln'e i

* |s the sender's email address from a suspiclous Thezg caves e i s 1ng s s ques St ey s anct ]
domain (like micorsoft-support.com)? lean b = dvkee e o « Did | get an email with a subject ine that is
« 1 don't know the sender personally and they Fepava i st regi.com m.t.v."“ or does not match the message
0 content?
were not vouched for by someone | trust. Thankz =t [This ragly halaz ma zall =[]

* |3 the email message a reply to something
| don't have a business relationship nor any past Your GES PR = eated?
communications with the sender. v >

<

* Tris i3 an unexpected or unusual email with an
embedded hyperlink or an attachment from
someona | havent communicated with recently. I_ﬁ’ ATTACHM ENTS
i To * The sender included an email attachment that | was not expecting or .thal

makes no sense in relation to the email message. (This sender doesn't
ordinarity send me this type of attachment.)

* | was cc'd on an emad sent to one or more people, but | don’t
personally know the other people it was sent to. * | see an attachment with a possibly dangerous file type. The only file type

| received an email that was also sent to an unusual mix of people that is always safe to click on Is a .txt file.
For instance, it might be sent to a random group of pecple at my

;;;;;nlijz;g?ar: :;h::eal::s‘xer:mes start with the same letter, or a whole ﬁ c ONTE NT
ﬁ HYPER LINKS ?3205:‘;1:;:2&:1&9;»:::&&: :r:l‘(’:lru?)en an attachment 1o avold a negative

* |3 the email out of the ordinary, or does it have bad grammar or spelling errors?

* | hover my mouse over a hyperlink that's displayed in the email message, but

the link-to address is for a different website. (Tris is a big red flag.) * |5 the sander asking me to ciick a link or open up an attachment that seems odd or lllogical?
* | received an emal that only has long hyperlinks with no further information, * Do | have an uncomfortable gut feeling about the sender's request to open an attachment
and the rest of the email is compistely blank. or chck a link?
* | recawed an email with a hyperlink that is a misspelling of a known web site. For * |3 the email asking me 10 ook at a compromising or embarrassing picture of myself or
instance, www.bankofarnenca com — the “m" is really two characters — 'r" and *n." someone | know?

© 2021 KnowBod, LLC. NI rights reserved. Other product and company names mentioned I<| I W B e I

barein may be irademarks andior regsiersd irademarks of ther respective companies Fuman crior. Conguered.



@ THE RED FLAGS OF A rmem st e

represented here are some of the common tricks used by

hackers and phishers 10 %00l users into visiting makcious
@ s webstes, The methods shown here could be used by leptimate

services, Bt if you see one of these "rics” you need 10 make

Sure youre cealing wih the organizaton you think you are.,

Look-a-Alike Domains Domain Mismatches

Domain names which seem 1o Belong 10 respectad, trusted brands,

"8'*“'“’"‘"(’ “ < Z:‘w".[. » (.' rae Ifl.l'w' $1610@gmx. com>
Bl <vSor@onmicrosoft.com> htps:www.le-blog-qui-assure comy/
L Strange Originating Domains
Brand name In URL, but not real brand domaln

M MAFRSH
“ <info@oninealxex com.pl»

www.paypal.com bank Aogonfuser=jchnsmith@gmail com
wwigoogiechromeupdates.cony Overly Long URLs

ee.microsoft.cologn-update-dec20.info

M Bank of Am , htipAinnocemwebsre.com/irs gcr.n’&:gor' A 'JJ.' ) ’)djuqnu
Bl <SankofAmerica@customerioyalty.accounts.com> jnbkasidjfbkasdbligbasdi/adsnljksangkiafgfghfgd/ght.php

Brand name Is In URL but not part of the domain name
devopsnw.comviogn microsoftonine.comiuser d=johrsmith F"e AttaChment ls an lmagelLlnk

L looks Moe a fle attachment, ot & really an imnage file with a malicious URL.

8 | INV39391.pdf nttps: . prifree/t/jsseoc
?J S2 K8 pd al Cluk orupto lolow lmk

Shortened URLs Open Redirectors

When dicking on a shortened URL, watch out for malicious redirection. URLS which harve hididen links to completely different web sites ot the end,

URL Domain Name Encoding

“W
W/

W77 HEBHAEREFNTTHLIUES54 BAIHNLFSAD

RS At 2SnATFIM tnfomal adobe.com/r/Ad=hc347a%p1 evilwebsite.com

S A B S o e B B S e S S SV - S . K”’.’,‘~'"~."BC‘4 e

Rogue URL
Tip Sheet







HOW DO TREES
GET ONLINE?




Human error. Conquered.
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Fake login
tagin Linic

Ke Login Lifk

Exploited Compromised Malicious Email Phishing

Vulnerabilities Credentials Use Al / Secure Security Awareness
Gotta Patch It! Don’t Reuse Old Email Gateways Training / Culture
Passwords

Brute Force Attack
Be aware of
Supply Chain
Attacks




Humans are the
number one attack vector and
a critical layer of of your security program.




Building a
HUMAN FIREWALL

IS about the intersection between
Awareness, Intention, and Behavior.

KnewBe4

rrrrrrrrrr .Conquered.
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This goes way beyond awareness or
coercing secure behaviors. It’s about
making workers value security ...where
they proactively participate in taking

steps that reduce risk.
-Perry Carpenter




|

CYBERSECURITY
SECURITY AWARENESS ABCs
PROGRAM BUILDER

or building your Information
°gram & prep guide for the

Jnssianrlur.AdrianDMs.
ecur BmeeHaﬂasandciar&\McMahon
ecurity Awareness and Culture Professional (SACP)™

SECOND E£0ITON

..——’fw

o

-

THE

SecURITY
~ CULTU

PLAYBOOK

AN EXECUTIVE GUIDE TO

NEW YORK TIMES BESTSELLER
UCING RISK AND DEVELOPING
YOUR HuMA

N DEFENSE LAYER T I N Y '
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securitymasterminds.buzzsprout.com

The podcast that brings you the very best in all things, cybersecurity,
taking an in-depth look at the most pressing issues and trends across
the industry.

L B —— e ——



1 keep all my
jokes in a
Dad-A-Base

Yes... | have a
way of keeping
track of my
Dad Jokes




Human error.

James R. McQuiggan, CISSP

jmcquiggan@knowbe4.com

LinkedIn: jmcquiggan
X: @james_mcquiggan

blog.knowbe4.com




» YouTube Search Q \J

o a James McQuiggan, CISSP, SACP

N ® D

Explore | 35 subscribers
=
Shorts
HOME VIDEOS PLAYLISTS CHANNELS ABOUT
5] Subscriptions
Dad Jokes & Cyber Stories P PLAY ALL
I>] Library

@ History

Your videos

[>]
@ Watch later
i)

A New Business Cybercrime Most Secure Woman Sick Webpages D

Liked videos James McQuiggan, CISSP, SACP James McQuiggan, CISSP, SACP James McQuiggan, CISSP, SACP James McQuiggan, CISSP, SACP R
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YouTube: James McQuiggan and Dad Jokes

https://www.youtube.com/@JamesMcQuigganCISSP
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Resources
» Contact Info

LinkedIn: https://www.linkedin.com/in/imcquiggan/

« Twitter; https://twitter.com/James McQuiggan

Email; jimcquiggan@knowbe4.com

- KnowBe4

Blog — https://blog.knowbe4.com

Social Engineering Red Flags PDF - https://www.knowbe4.com/hubfs/Social-Engineering-Red-
Flags.pdf

Rogue URLs PDF -
https://www.knowbe4.com/hubfs/Red%20Flags%200f%20Roque%20URLs%20(3).pdf

Rogue URL webinar: https://blog.knowbe4.com/combatting-rogue-url-tricks-how-you-can-quickly-
identify-and-investigate-the-latest-phishing-attacks

Phishing Benchmark Report - https://info.knowbe4.com/phishing-by-industry-benchmarking-report
KnowBe4 Home Course Training (password: homecourse) https://www.knowbe4.com/homecourse
Ransomware Hostage Rescue Manual: https://www.knowbe4.com/ransomware

KnowBe4 Compliance Manager - kemgrc.knowbe4.com
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Discussions With C-Suite/BoD

For the C-Suite:
Support a Culture of Cyber Hygiene
Allocate Adequate Resources
Understand the Business Impact
Champion Risk-Based Decision Making
For Boards of Directors:
Inquire About Patch Management Practices
Understand Regulatory Requirements
Evaluate Cybersecurity Posture
Support Continuous Improvement




Roleplay — Tabletop Exercise (TTX)

ENDPOINT SECURITY LEGAL TAKES YOUR ONLY SKILLED HANDLER
INTO A MEETING TO EXPLAIN THE INCIDENT
The attackers use a vulnerability in local PRDTEC“ON ANALYSIS - 5 :
software to gain administrative access. We know, you have AV. Great! Do you actually get Who brought a lawyer to the party? There's
alerts and logs? Do you immediately review always one person who pretty much runs the
them? Or, do you simply turn it on and walk away whole IR process. That one essential person.
while the network explodes like you're in a bad Well, the legal team took that person away for
Endpoint Analysis action movie? “Very Important Reasons
r Endpoint Security Protection Analysis
TOOLS
They may never come back... all of the quiet
Check with your vendor, they miss you people who were just passively listening and

PowerSploit's PowerUp and always want to chat. hoping to not get called on now need to step up.

&BreaCh es Metarpreter Post-Exploitation Scripts Now is your time. Shine!
. /\%0 I
hillsinfosec. com/powershell-without

s
p:wmshcl 'ypas s-application-white Is!ng -
environmen! $-av

YouTube: hitps://www.youtube.com/watch?v=vZLNdZLHKZz4 (it's 76 minutes)
Discord Channel: https://discord.gg/bnb
Order your own decks: https://spearphish-general-store.myshopify.com/

Disclaimer: KnowBe4 does not endorse Backdoors & Breaches and James receives no
compensation from BHIS for supporting the program. He just finds it really cool and a great way to
work through Incident Response Scenarios!

Source: https://www.blackhillsinfosec.com/projects/backdoorsandbreaches/
83
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